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third-party partners, but cannot control what information is gathered and
shared with Facebook and its child companies.*

The data collected by the Facebook Companies can be broken down as
either identifying or non-identifying information. While these data policies do
not specifically state what information is identifying or non-identifying the data
can be broken down using the Department of Homeland Security’s definition
of “identifying data.” DHS uses the definition, “any information that permits
the identity of an individual to be directly or indirectly inferred, including any
information that is linked or linkable to that individual” to separate identifying
and non-identifying data.> Using this definition the data gathered by Facebook
and its nine child companies, Facebook Payment, Atlas, Instagram LLC,
Onavo, Moves, Oculus, WhatsApp Inc, Masquerade, and Crowd Tangle.

Each of these companies collect different types of data based on their
operations. Facebook Payments, Instagram, and WhatsApp Inc. are the most
well-known of the Facebook companies, with Facebook Payments being the
platform for financial transaction, Instagram being an image based social media
platform, and WhatsApp being a messaging application. Facebook Payments is
the most secure of the Facebook companies in terms of privacy sharing the
bare minimum information required for processing and security.® Instagram,
much like Facebook gathers both identifying and non-identifying information
on its users.” WhatsApp collects identifying information pertaining to senders,
receivers, and message time and date, but not the message content.® The other
Facebook companies are less well known. Atlas is an advertising platform
which collects large amounts of demographic data on its users.” Similarly,
Crowd Tangle is an analytics program which gathers information on what
demographics view user’s advertisements.!” Onavo helps in lessening the data
usage on mobile devices and mainly collects information on the device it is

+ Data Policy. (29 September 2016). Retrieved from Facebook:
https://www.facebook.com/about/privacy

5 Handbook for Safeguarding Sensitive Personally Identifiable Information. (2012).
U.S. Department of Homeland Security.

6 Facebook Payments, Inc. Privacy Policy. (30 December 2013). Retrieved from Facebook:
https:/ /www.facebook.com/ payments_payments_terms/privacy

7 Privacy Policy. (19 January 2013). Retrieved from Instagram:
https://help.instagram.com/155833707900388

8 WhatsApp Legal Info. (25 August 2016). Retrieved from WhatsApp:

https:/ /www.whatsapp.com/legal /#privacy-policy

% Privacy Policy. (13 April 2015). Retrieved from Atlas by Facebook:
https://atlassoulutions.com/privacy-policy/

10 Privacy Policy. (11 January 2017). Retrieved from Crowd Tangle:

http:/ /www.crowdtangle.com/privacy
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operating within.!" Outside of device related programs owned and operated by
Facebook are the companies that collect more personal data such as
Masquerade, Moves, and Oculus. Masquerade is a facial recognition software,
the data gathered through facial recognition points is retained to suggest who
to tag in photos and Moves is an activity and exercise tracking devices that
gathers user’s identifying information from their body type, weight, and
height.'2!3 Lastly, Oculus designs and creates virtual reality scenarios through
imaging of real world areas.!* The all of the information collected by these
companies is permitted under the data and privacy policy to be shared within
the Facebook family of companies. Table 1 outlines the types of data permitted
to be shared outside of the Facebook family of companies.

Table 1. Data Permitted to be Shared outside of
the Facebook Companies

Company Identifying Data Shared: ~ Non-Identifying Data Shared:

Facebook Yes Yes
Facebook Payments No Yes
Atlas Yes Yes
Instagram, I.1.C Yes Yes
Onavo Yes Yes
Moves Yes Yes
Oculus Yes Yes
WhatsApp, Inc Yes Yes
Masquerade Yes Yes
Crowd Tangle Yes Yes

The Facebook companies are just one example of the massive amount of
information that can be obtained, legally, on American citizens today. While
unlikely, if a citizen was a2 member of Facebook and all nine of the Facebook

" Privacy Policy. (20 December 2013). Retrieved from Onavor:

http:/ /www.onavo.com/privacy_policy/#informationcollection

'2 Privacy Policy. (5 May 2014). Retrieved from Moves: http:/ /moves-app.com/privacy
13 Privacy Policy. (28 June 2016). Retrieved from Masquerade by Facebook:

https:/ /www.facebook.com/msqrd/privacy

' Legal Documents. (12 February 2016). Retrieved from Oculus:

https:/ /www.oculus.com/legal / privacy-policy
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companies, that individual’s privacy physically and intellectual would be at risk.
Table 2 demonstrates an outline of how Facebook could pull together their
data to form a copy of an individual right down to their habits and beliefs. This
type of information collection is unrivaled by any non-government body in
history, making the way in which America handles the challenge of protecting
the privacy of Americans of the utmost important. While Americans are
accepting these terms and conditions when creating an account there is no
large label to tell an individual the potental risk, like there is on food and
drugs. What is given to Facebook users is pages and pages of legal jargon
claiming to aid in the user’s security.

While the threat of social media may be seen as an issue only for younger
generations to be more careful online, it also presents a threat to America’s
national security. With the gaps in local, state, and federal technological
capabilities and equipment, the information held within governmental systems
1s still property of the United States Government. The information gathered by
companies like Facebook are not tied to a nation, so without proper education
and protection citizens could be handing their personal information over to an
entity without the protection of the American Intelligence Community who is
vulnerable to attacks or bribes by non-state actors.

Figure 1. Intellectual, Physical and Geospatial Data
Is Collected Automatically
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CONCLUSION

As we move further into the age of technology, there is no sign that the
use of social media and the internet are declining. In this world revolving
around clicks, likes, and shares personal information is readily available online.
While these tools are valuable to our way of life and can be aids in improving
the country, the public needs to be aware of the risk and the government needs
to acknowledge the potential for damage. If the massive amount of identifying
data stored in social media sites, like Facebook, were to fall into enemy hands
the United States would face a crisis like none before. The enemies of the
United States exploit these infrastructure weaknesses to collect intelligence
while also utilizing the infrastructure to weaken our systems of
intergovernmental self-governance.!’S  While the American Intelligence
Community has used the sea of personal information online to protect the
country through open-source intelligence, the risk of American’s personal
information being used as a weapon or a cover identity is ever increasing.
Americans need to be constantly aware of their online presence and demand
action from the government to acknowledge and plan for social media as a
potential threat to national security. Recent Congressional hearing on social
media practices brought forth privacy concerns that mark the beginning of
further investigation and expanded government oversight.' The privacy
policies of social media companies are a civil rights and liberties issue for
individual citizens as well as a national security concern.

15 Hail, Michael W. “Federalism, Intergovernmental Relations, and Homeland
Security.” Book chapter in: Murray Bessette, Editor. Liberty and Security in an Age of
Terrorism. Commonwealth Security Studies Laboratory: Xlibris, 177-186.

' Brown, Ryan. "Zuckerberg survived two days of grilling by Congress, but
Facebook's troubles are not over yet." Last modified and published 2:20 AM ET Fri,
13 Aprl 2018. https:/ /www.cnbe.com/201 8/04/13 /after-zuckerberg-congress-
hcaring~faccbook-a\vaits-further-scrudny.html.
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